SCHEMES, SCAMS
& FLiM-FLAMS

A CoNSUMER’S GUIDE
] TO PHONE FRAUD

This guide has been prepared
as a free public service by
MasterCard International Incorporated,
in cooperation with the
National Fraud Information Center.

“Know the difference. Hang up on frand.” NATIOMAL
To Report Fraud, Call: 1-800-876-7060 @



MASTERCARD
INTERNATIONAL
MasterCard International 15 an
association representing 5,000
financial insticutions which issue
MasterCard credit and debit cards
in the United States, and an

advocate for the

credit and other payiment options.

To order free {'ﬂpius of this
brochure call: 1-800-999_.5136.

THE NATIONAL
FRAUD INFORMATION
CENTER
The National Frand Information
Center (NFIC), a project of the
National Consumers League, is
working to combat the growing
menace of phone fraud. The
Center provides information.
referral services and assistance in
filing complaints. It offers profes-

sinnals invelved 111 consumer frand

prevention and law enforcement

access to advanced comimunica-

tons and data systems. The result
has been improved regulation,
prevention, apprehension and
entorcement. NFIC’s fraud
hotline is: 1-800-876-7060.
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ﬁ THIS GUIDE, YOU'LL LEARN...

T How to spot, stop and report a scani
2 Common telemarketing fraud tricks
T Your legal rights and
T How to get help.

SCHEMES: ““You've won a free ..."”

SCAMS: “We'll reserve a place with your deposit ..."
FLIM FLAMS: “This offer is prepaid if ..."

They're all too good to he true — and they're all
directed at you,
[elephone sales,

the Prunary source

“telemarkering” are V"\

“*}fou WE JUST

of funding for
many legitimare
busineses, non-
prifi organizations
ancd consumer
aronips, and no
doubt youve
received such calls,
Theaters sell sub-
soriprions, wolun-
teer firefighters
raise money and
companies sell
products = all
using the elephone.
However, dishonest individuals also use the telephone

to con unsuspecting conswmers out of hundreds of
thousands of dollars & day. The MNEIC has esamated the
total cost of welemarkering fraud 10 conswumers may be as
high as $40 billion a vear!

It’s imporeant o be able o differencace berween a
legicimare and a fraudulent relephone soliciaton. The
rypical legitimate telemarkering call comes from a well-
known arganization for a produce or service with which
the consumer s familiar. The leginmate telemarketer
generally does not request immediate payment or
demand a quick decision.

Howp can yon aweoid beconring a selephone swindlers next
vierirer? The answer s easy: “Know the difference. Hang
up on fraud.™




SMOOTH OPERATORS: SWEET
TALKIN'. . . BUT FAST WALKIN’

How do telenwarketing swindlers aperate?

Megitinmate telemarketers use tachcs ranging fronn the
single Migh-presaure call to several mendly calls in the
space of weeks or even months.

Enterprising swindlers, male and female, opermting
trom sparsely furnished moms with a bank of telephones
— “boiler rooms”™ — can victimize consumers anywhere
i the country. They venally restrict their solicimoons o
consumers out af state in an effort to evade prosecution

When state ar federal low enforcement officials get fon
close, illegitimate telemarketers com easily change locadons
and scams, sometimes overnight, which makes detection,

apprehension and prosecution especially difficult,

Persistent scam artists will pressure you o send
money or provide yvour credic card number or other per-
sonal information immediately,. DON'T DO T,

Omice vou've fallen for a telemarketing scam, you will
gain A repubition a5 an easy target and, chances are, you'll
be called again and again.

PUT A STOP TO "PHONE-Y"
TELEMARKETING SCHEMES

Protect vourself and your money. The next dme a tele
marketer has you on the line, be ALERT:

SEND
Ak questions (ﬁiﬂ?ﬂﬁé;
Listen carefully
Educate yourself 1}1-
Refuse to be pressured s

Tell the authorities \QI; i

What should vou ask all telemarketers before making
a purchase?

T Ask for the name, address and phone number of
the company represented by the caller, as well as
the caller’s name.

T Ask for written information on the product or
service and ks price.

T Ask how they pot your name,

T Ask about the offers expiration dae.

A reputable telemarketer will answer your questions
patiently and be willing to send vou written intormation.
An illegtimate telemarketer probably will hang up or call
back later.

PHONE FRAUD - DOs and DON'Ts
DOs

T DO be wary of telephone calls or posteards with
offers "too good to be true” They usually are,

T [N ask foes of questions and listen CAREFULLY
to the answers, Fraudulent telemarketers shade
the truth to make offers appear legitimate.

O course, i the caller doesn t answer your
questions, hang up,

T [0 refuse o be pressured into making a hasey
decision, Legitimate callers will allow timne for
consideration

T M be skeptical if you're tald you've won a prize,
but have to pay something to receive it —

e, tax, shipping and handling costs,

T 0 refuse a prize if told you muost make a pur-
chase to claim it In some states, once a prize is
promised it must be given regardless of a consummer’
purchase decision.

T O check out the telemarketer with consumer
protection organizations or government agencies,
{See lase secrfons of thiz guide,)

= [0 rell children in vour household never to give
financial information to callers and teach them
hew to spot phony calls.

T [0 make vour elderly friends and relatives aware
that fraudulene callers prey heavily on older people,

DON’T's

T [ONT be ashamed to ask questions.

T DON'T give vour credit card account number,
personal identificarion number (PN}, expiration
date or other credit information to a caller unless
vou know you're dealing with a repunable concern
Crooks can use credic card imformation to charge
vnauthorized purchases to vour credit card. An
account number and expiration date are all it takes

to charge purchases.




T DON'T send cash, a check or money order by
messenger, overnight delivery or wire to any
telemarketer insisting on immediate payment.

= DON'T provide a telemarketer with the name of
your bank, checking account number or copy of
your signature, regardless of che reasons given for
the request. Your signature and account number
can be a crooks passport to your bank account.

T PDON'T be embarrassed to report telemarketing
fraud,  Anyone can fall prey toa scam ardst — law
enforcement fles are full of cases in which well-
educaced individuals were duped by phony callers.
If you are swindled by a telemarketer, make sure
VOU TEPOTE YOUT experience as soim as possible.

WHEN CAN | GIVE CREDIT
INFORMATION TO A CALLER?

Under certain circumstances it 15 acceptable to give a
caller your credit card number and expiranon date, . You
can do this safelyv if . . .

T The caller represents a reputable business or
organization with which you've dealt previously
or are familiar.

T You can verify the call is leginmate.

SCAMS: THE NEWEST (AND OLDEST)
TRICKS AROUND

Travel Scams

FREE TRIPS — Bargain rravel is the lure used by many
scarm artises, Travel scams usnally involve prizes or awards.
These fraudulent promotons claim vou've “won”™ a free
trip or similar incentve and require a “deposic” charged
wr a credit card. Bur when vou ey to schedule the oip,
you may be wold thar “space s not available during the
tme period requested” or that problems with horel
accommodations have limited the available space.

SALES FRESENTATIONS — Another scam requires you
to attend sales presentations at resort comumaitics in
return for discounted or free vacation packages and
ather gifts.

Fraudulent travel promoters may try o dispel your
suspicions with warnings about unserupulous competi-
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tors, claiming association with well-known reputable
apencies or adopting “sound-alike” familiar names.
Iron't be swayed by these tactics.

Prize Offers/Postcards
Many fraudulent telemarketers use "900™ numbers o
market prize offers.

Wnmers receive

HIl
| JUST GOT

'Fllijlﬁ‘[.i;.]TfIﬁ ADTOLLILC=
ing that they are
“euaranteed”
prize, such as a car,
cash, a trip or mer-
chandise certificate.
You may be
asked o call a
SN0 number to
“werify” your prize,
[f you call, you
might be charged as
much as $30 to learn what you've won; you might also

be told you're cligible to enter a tie-breaker for a larger
prize — if youe pay an additional fee. Some victims lose
thousands of dollars cntering a series of ne-breakers, in
the mistaken belief they're “just one step away” from a
valuable prize. Some prize promoters also use your
eredit card number ta charge additional, unauthorized

ﬁ_‘l‘.‘& LIT1 YL ACCOUNL.

Magazine Promotions

Fraudulent telemarketers may contact potential maga-
zine subseribers under the pretense of conducting 4 sur-
vey or making a prize offer. The words “free,”
“prepaid” or “special offer”™ are part of the pitch, These
callers nsually aren't intercsted in single subseriptions or
renewals; they prefer multi-magazine contracts with
mudti-year, awtomatic rengwal agreements,  They often
ask for o credit card nuimber or checking account num-
ber to authorize the contract,  Typical offers promote
“cents per day™ or “just a few dollars per month”
schemes to entice the potential subscriber into purclhas-
ing multiple subscriptions. The result? You make a
financial commirment of hundreds of dollars for maga-
zines of marginal interest that could have been boughe
more cheaply oo the newsstand.




Telefunding Scams

With an appeal designed to mg at the heartsorings, many
scam arnsts will call te request conmbuations to charita-
ble causes. They may use prizes to- entice victims to con
tribure, bur all toe eften, prizes never arrive and
conrributions are pocketed by the caller.

TELEMARKETING LAWS: WHAT YOU
NEED TO KNOW
While selling products or services by phone 3 not a
erime, telemarketing frand wvolves unfair and deceprive
trade practices, explicitly prohilated by the Federal Trade
Compmssion Act

Federal telenurketing Lo varies according to the
type of sife and the pype of purcliase; relemarketing Lows
vary from state o state as well.

Follevaririg are some hasie protections:

Under Federal law, vou have the right to ...

T Heguest written wformation, by mal, abour the
product, service, myestment or charity and aboue
the ermamzation that’s offering it

T Get puarantecs or refund proaisions in wrinng
before makmg a finaneial conmmitmens.

T Retuse to give your credie card number and/or
checking account number tor “1dennfication
purpoges.”

T Know the cost of "90{0" number calls, the name
of the company, how o hang up withour charge
and procedures tor resolving billing disputes.

T Ask for the name, address and phone number ot
a magazine seller. knowr the total vearly coses
ot each magazme and the whole packape of
magazines you purchase.

T Know if the caller for charity 1s a volunteer ora
profesional telemarketer/fund-ratser and how
much of your donation will go to the charing as
opposed to adminiserarive and fiind-raising coses.

Other protections under the law ...

T When purchasimg items by phone, a company is
legally required to ship your order within the tome
stated in its ads. If no cme s promsed, the com-
pany should shap your order within 30 days.

™ [f an item you order 18 not delivered as pronused,
youl may dispute your credic card charge and with-
hold payment on the dispored amoeunt while the

dispure 15 mvestipared by your card ssuer 1f you choose
o dispute a change, you must write to the credicor, and
vour letter rnust reach the creditor wathin 60 days after
the first bill contaming the error was maled to you,
And don’t forget ...

T Lemnmate salespersons never offer risk-free
investiment opportunities.  [Fa telemarketer
nterests vou 1n g business investment, check the
company’s reputation and references before
AETECINE [0 1VEsT,

HOW TO GET HELP

The more often consumers report incidents ot phone
fraud. the easier it becomes tor swindlers to be shur
down and apprehended. Fraud flourishes when left
anreported. In fact, scam artists connt on wour reluc-
tance o admiae yvouve been taken: NEIC research shows
that fewer than 10 percent of fraud vicrims report their
losses to law enforcement authorioes.

You can register a complaint with NFIC
by calling its hotline: 1-800-876-7060.

The NFIC e

will lowgr wonar call

|

NATIONAL FRAUD
TRE 4 Compiter— INFORMATION CENTER

izeed matiemal law ] - B O‘O"' 876 "?o ﬁ O
i R

enforcement data—
base operated by
the Federal Trade
Commussion. Ths
database & used
extensively by the
FLC, FBI; Secret
Service, UL 5. Postal
Inspection ‘:s-:nf:t:u:. . REPORT A
Drepartment of Justice, LS. SCAMI
Attorney Offices and many state Attormeys

General and seate and local consumer protecnon offices to
bring crirmnals to justice.

If you suspect a seam, you should also file a complame
with vour state’s Attorney General or Othice of
Consumer Protection as soon as possible. The state
Antorney General and local districe attorney mvestigzate
and prosecute frand cases.

HELLO~
| WANT TO

Following is more information on contact-
ing appropriate officials in vour state:




ALABAMA

Honorahle James E. Evans
Attorney Ceneral

State of Alibama

11 Seeeth Union Soreet
Mongomery, AL 36130
(205) 242-7300

CONMNECTICUT
Honorable Richard Blumenthal

.5.ll|.1:n:i|.'1_~' General
State of Conanecricut
35 Elm Screet
Hartfood, CT 06 1806
[203] SE6-2024

ALASKA

Honorable Bruce M. Botelho
Attorney General

Stape of Alaka

Stace Capatol

By Box 110500

Juneau, AK 99E11-0300)

(ST At S-360HE

DELAWARE

Homorable Charles M, Oberly 11
Brrommey General

State of [Delawane

Carvel Stare OHTice Ruilding

B20 MNorth French Street
Wiknungran, [VE 19801

(302 577-3438

ARIZONA

Honorable Grant Woods
Antorney General

State of Arizona

1275 Wheee Washimgrton Street
Phoenix, A2 BT

(6U2) S42-4260

DISTRICT OF COLUMEIA

Honarable Yanessa Ruiz
Acnng Cerporanon Leunsel
Oitfice of the Corporation Coumsel
441 4ch Sereet, NW

Washingren, D 20001

2] TAT-GiA4H

ARKANSAS

Honorable Winston Bryane
Arorney General

Seare of Arkansas

Tower Building

323 Center Srect

Little Ruock, AR T2301-Z610
(A0} GE2-2007

FLORIDA

Honorable Robert A, Butterworth
Aittorney General

State of Flonda

The Capagal

PL O

Tallahassee, FL 32399- 1458

[0y 4RT-T56

CALIFORNIA

Honorable Daniel E, Lungren
Amorney Generat

State of California

1515 K Sereet

Sacramento, LA USHI4

[90) 324-3437

GEORGIA
Honorable Michael ], Bowers

Attorney Genetal

Smte of Georgy

b d ::-rpiln] Square, 5V
Aclana, Crd SO334-1300
(404 636-4585

COLORADOD

Honorable Gale A, Norton
Arterney General

Staee ol Colorada
Dieparnnent of Lawr

1525 Sherman Stoect

Drewver, 00 50203

{303} Bon-3052

HAWAILIL

Honorable Robert A. Marks
Antorney General

State of Hawail

425 Cueen Stree

Hiomolalu, H] 96513

(BOA) 586-1282

IDAHD

Honorable Larry EchoHawk
Attarney Creneral

State ol [daho

PO, Bos #3720

Haonag, 11X BAT20-1014

(208 334-2400

ILLINOIS

Huonorable Roland W Bureis
Attorney General

State of [Hinos

_|.1{ T'||-::-|||l:~||1| Coentet

P Woest andolph Street
Chicage, 10 Gil6i

[312] B14-2503

INDIANA

Honorable Pamela Fanning
Carter

Artorney Lienceral

Seare of Indiana

219 Seate Howse

Incianapodis, 1N 46204

{3171 25326201

LOUISTANA

Honorable Richard P leyoob
Amarney Genersl

Srate of Lowisiana

Deparmaenc of fusace

Pk Dos 94005

Baton Hooge, LA TOEM—4095
(304 342-T01 3

MAINE

Honorable Michael E.
Carpenter

Attorney General

Staee of Maine

Stage Houwse Building
Auvgnuita, ME (4333
Elﬁ] H26-BH0

MARYLAND

Honorable |. Joseph Carran, Jr.
Attorney Creneral

Stave of Maryland

Mk Saine Panl Place

Baltumare, 1D 3 200-22002

(420 376-6300

10WA

Honorable Boomie J. Camphbell
Artorney Deneral

Suare of lowa

Haoover State Office Building

et Moines, A 503149

(315) 261-3053

MASSACHUSETTS

Haonorable Scort Harshbarger
Artorney General

Stare of Massachuses

| Ashburman Plase

Peostan, MA (210H-1504

(617 727-2200

KANSAS

Honorable Robert T. Stephan
Amorney General

State of Kanas

Juchicial Building

3 W 1eh Sereet

Topeka, K5 hbhl2-1597

(M) 296-2215

KENTUCKY
Honorable Chris Gorman

Attoroney General

State of Kentucky

State Capital, Room 1146
Frankfore, Y 40601
(302} 5o4-Tnild)

MICHIGAN

Haomorable Frank |. Kelloy
Artarney General

Seate of Michigan

ROy Box 30212

R25 WL Ccawa hemeet
Lansing, ML 45909-0212
(317 3731110




MINNESOTA
Huonoeable Hubert H.
Humiphrey 11
Amorney Ceneral

Snare of Minnesot

Srane Capicel

Suite 100

5L Paol, MM 55155
(612} 20661906

NEVADA

Honorable Frankic Sue
Diel Papa

Arrorney Ceneral

Soate of Mevada

195 5. Carson

Capiral Complex

Clarsony Cany, WY EBT1E
(TO2) GET-4170

MISSISSIPPI
Honorable Mike Moore
Arrorney General

SLite |:I'|"v’|l-n.1-.\i|:l]‘-i

E-,I.']'\ll trment ¢ 'F‘Ir-l.l\l iL'I.'

BOL Box 220

Jacksomn, M5 F205-0220
1Lk} A5G 3R92

NEW HAMPSHIRE
Homorable Jeffrey K. Howard
Arcorney Ceneral

Soate of Mew Hampshire

State Howse Amnex

25 Capitol Srreet

Comeord, MH O33071-6307

(6030 27 |-3658

MISSOURI

Honorable I]I.'I'Eﬂ'lllilh W MWixon
.-!.er-m-:.- Gefieral

State of Missoun

Supreme Court Bulding

207 W Hagh bireet

Jetferson Ciry, MO 651402

(314) Th1-3321

NEW JERSEY

Homorahle Deborah T. Porice
."'l.tLilhw',.' Creneral

State of Mew Jersey

Richard | Hughes Justice ('.-.\ulph'.\
23 Martket Street PN (IR

lrenton, N] URGR2S

(BOA 9R4-95T0

MONTANA

Honerable Joseph P Mazarek
Avtoroey General

State of Montana

Jusnice Building

215 M. Sanders

Helena, MT 3596201401

(015 444-2024

NEBRASKA

Honerable Don Stenberg
Amorney Lieneral

State of Mebraska

Srare Capirol

BT, Box WHSH)

Limcaln, ME SEEG-KIMN
(4012} 471-2682

NEW MEXICO
Honorable Tom Udall
Artorney Ceneral

State of MNew Mexico

PLx Praweer | 208

Sarita Pe, M4 BTS00 -1 508
(SRS} BT -GlKM

MEW YORK

Honerable G Oliver Koppell
."-.II_LII'I'H_'!" Coeneral

State of Mew York

1200 Broadway

Miew York, BNY 10271

1212} 416-R51%
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MORTH CAROLINA
Howorable Michael F Easley
Attorney Ceneral

Stare of Morth Caroling
Ireparmment of Justice

POy Box 62%

Haleigh, MNC 27R02-0629
(0] TA3_3377

NORTH DAKOTA
Honorable Heidi Heithamap
Artorney General

e of Morth Dakora

Stare Capinl

il East Boulevard Avenue
Bizmarek, M SR50G- 0040
{70 224-2210

OHID

Honorable Lee Fisher
Artorney General

Stare of Ohia

Stake CHFice Tower

30 East Hrnaad Sereet
Columbus, CF 33266-04110
i) h=3370

OKLAHOMA

Honorable Snsan B. Loving
Artorney Liencral

Stace of Oklahoma

State Caparol

23 N, Lincoln Blvd

Faom 152

Clkdaboma-Chioy: OK 73105
{405) 521-34921

PENNSYLVANIA

Honorable Ernest I Preare, Jr.
Agorney General

Seate of Penndylvania

Strawherry Square

Harrisbung, PA 17120

(717} FAT-3391

RHODE ISLAND
Honorable Jeffrey B. Pine
Amorney General

Seate of Rhode Island

72 e Street

Providenos, R 02505

(4L} 27444400

SOUTH CARDLIMA
Honorable T. Travis Medlock
Artoroey General

seate of Souch Carolin
Rembert O, Demas Office
Butlding

Py Do 1154%

Columbia, 5C 292111549
[BIF) 7343970

S0UTH DAKOTA
Honorable Mark Barnett
."\.H-:lrlu'w_r {aeneral

Seape af South Dakota

Sk E. Capatol

Plerme, 811 375001 <5070
(&) 7733215

OREGOMN

Honorable Theodore R
Kujungﬂski

Attorney General

State of Chrepon

Justace Huibding

1 A2 Clenure Strect, NE
Calem, OV 97311
{303 37E-6002

TENNESSEE

Haonerable Charles W, Burson
Attormey General

State of Tennesses

4540 Jarmes Robertson Parkweay
Nashiwille, TS 37243-1405

(6153 7413491

TEXAS

Honorable Dan Morales
Astorney General

SEibe of Texas

':.:.'IF':If.I::-l Stapon, POy, Box 12548
Austin, TX TE711-2548

(5120 463-2191




UTAH WEST VIRGINIA

Honorahle _l'.ln Giraharm Honorable Dareell %
"wrnrlw}-' Cremeral Mc(jru.‘\-\-,_]l.

Seate of Linh Arntorney General

Seate Office Balding Stare of West Vinginia

Sale Lake Ciey, LT 54114 Stane Capacol

{H01) 538-1520 Charlemon, WYY 25305- 16071

[M04) BRH-203

VERMONT
Homorable _]'i:rrre:.r L. .ﬂlnexlu} WISCOMNSIN
Artorney General Hoiorable Jamies E, Doyle
Krare of Vermone Areorney Creneral
14 Seave Smreer State of Wiseonsin
Monmelier, VT 05608- 100 Seate Cagpinal
[B0Z) ¥2B-3171 POL Box TRET
Madmon, W 53707-TH5T
(G0 266-1221
VIRGINIA
Honorable James 5. Gilmore 111 —
Arorney Ceneral WYOMING
State of Virginia Henorable Joseph B, Mever
Supreme Couort Building Artorney (General
101 Morth Esghth Stmess State af Whamang
sth Floore Stare Capiool Boabding
Richmomd, VA 232149 Chevenne, WY R20X2
(H0M4) 7HE-20171 (307) FRT-7Ra41
WASHINGTON

Humorable Christine O
Gregoire

Arvorney Crengral

Smte of Wishington

POy Hos: 4400100

W5 Plum Screer, Building 3
Cibyrmapa, WA S8504-0H GO0

FAAY 536200




